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About Forcelink

Acumen Software are the developers of the Forcelink Mobile Workforce and Asset Management
System. Forcelink is a mobile-enabled Service Desk and Workforce Management platform which is
implemented as a hosted solution (SaaS - Software as a Service) to cater for subscribers from
single operators to large businesses who wish to automate workflow processes with their mobile
workforce. The product functions on any standard mobile phone that uses at least WAP to
communicate with field resources. The product is very user configurable, allowing a wide variety
of businesses to customise the application to their specific needs.

The Forcelink system consists of a web-based management console application which serves as a
Service Desk, and a mobile application which can run on a wide variety of standard mobile phones
and tablets. The solution comprises comprehensive asset data collection and management
functionality, including sophisticated data collection templates, and makes use of the handheld’s
GPS, camera, bar-code scanning and navigation functionality to ensure that users can accurately
get to the site, capture information correctly with minimal free-text entry, and use photos and
GPS tracks as proof of time and place.

The system provides integration services to integrate to back office business applications such as
Accounting systems, HR, Work Management, Plant Maintenance, Customer Information systems,
GIS, etc.

The solution has comprehensive service desk and work management functions, supported by the
following modules:
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A Cloud-Based Service Model

Forcelink is offered in a cloud technology model, or Software as a Service (SaaS) model, which is
a low risk and cost effective model. With minimum up front capital expenditure, the system can
be deployed in a few weeks, depending on integration complexity and scope. Our clients do not
have to worry about managing support and maintenance contracts, and their related additional
costs, costs for hardware and other 3™ party software, such as Oracle database, etc. Furthermore,
being a web based solution in a cloud model means that the system is available all of the time,
and can be accessed from anywhere, using any web connecting device. This includes cell phones
and tablets.

The solution is hosted in three different data centres in Cape Town, Johannesburg, Dublin in the
Republic of Ireland to ensure 99.9% availability of the system 24/7.

Advantages of Forcelink

¢ Real-time Online Electronic System
o Gives an instant view of real status, no lag or delays in downloading data

o Real-Time monitoring and reporting on progress reduces administration effort for
the project management team

¢ Web-based

o All authorised users can access and monitor the progress and draw reports from
anywhere, at any time

¢ Fully Mobile-enabled with Preconfigured Data Capture Templates
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o Inspection Lists and complex multi-point data capture templates can be configured
very quickly through the admin functions on the management console, and
immediately be made on the mobile phone

o A paperless system with accurate data capture directly from the field. Human error
is eliminated from the capture process

¢ Configurable Workflow
o Business rules setup to automate the workflow and enforce compliance

o Saving on administration costs through automating processes and reducing time-
consuming paperwork

¢ Comprehensive Audit Trail of all activities on the system

o Data captured is verifiable with date-,time stamps, GPS location, secure user ID of
field user, etc

o Contribute to the productivity improvement of field staff through time management
(using the mobile to clock in and out) and tracking of movements via GPS. This can
also lead to reductions in overtime costs while maintain acceptable levels of
customer service.

¢ Integrated Reporting

o All the audit reports are configured upfront. No need for manual collation of data
or inconsistent and unreliable reports

¢ Independent of Mobile Phone technology

o No upfront CAPEX for expensive field devices (MDT, PDA) - standard cell phones are
used.

¢ Return on Investment

o From a return on investment point of view, the subscriber model - with little to no
upfront CAPEX other than minimal implementation costs, is a viable financial model

o Very rapid implementation approach means early realisation of benefits. The
solution can be fully operational in just a few weeks versus the typical solutions
that take 6+ months plus to mobilise.
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FORCELINK FEATURES

Feature Highlights:
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Detailed Functionality:

e Work Requests
o Assets

e Customers
e Resources
e Addresses

e Quotations

Features Remarks
Use of Open Forcelink uses Open Street Maps to render a map display of as many layers as required by
Street Maps to the user, e.g.
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Auto Geo- Address information can automatically be assigned GPS coordinates by Open Street Maps
Coding
Dispatching Dispatching can be done directly from Open Street Maps by dragging & dropping
from Map resources onto work orders
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Features TE N E S
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Enabled on a
Standard Mobile

Phone

Forcelink can operate on any standard mobile phone that uses at least WAP to

communicate with field resources.
There are four versions of the mobile: A WAP and HTML5 version that does not require any

software installed on the cellular phone, this version works on-line via the phones web
browser, and a Android and JAVA version, which is installed on the cellular phone.
The Android and JAVA versions offer several additional features that the WAP version does

not have, such as:
The ability to work off-line (when there is no cellular coverage)

)
The ability to track users via the phones GPS unit

The ability to use the phones camera to take photos in the field and link these with an

asset or work order

8/29
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Features TE N E S

.9 Working online.
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"

Manage
Resources

i

Settings
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View Scheduled W/Rs (0)

View On Hold W/Rs (0) l

View All W/Rs (0)

Search W/Rs

Advanced Search W/Rs

Create Work Request
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E-mail
Capability

Forcelink has the capability to receive a standard email message and automatically
create a “Request” on Forcelink and assign a “Reference Number”. This is achieved by
creating a dedicated email account on Forcelink to which requests can be sent.

An automated response email can also be sent back to the sender with a Unique
Reference number to acknowledge receipt.
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Features Remarks
Appointment

. Appointments can be confirmed with clients and automatic notifications sent to them by
Scheduling SMS or email or both.

AS1319
= Appointment Confirmed

Description
ASSESSMENT 27/11

Date Created
24 Nov 2010 09:25

Code

Purchase Order Number  priority
AS1319

Low -

Contact Person Contact Number

Contact e-mail
Musa Richard 0825463870

Type Organisational Unit

New Status
Initial Property Survey ~ Hollard

~Please Select +
Planned Start Date/Time Planned Finish Date/Time Resolution Code
27 Nov 2010 09:24

Customer
Policy Number Account Holder

JHPP6600003243P s MR M R HLATSHWAYO

Work Location Address
11249 EXT 7B
EXT 7B

ORANGE FARM
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Features TE N E S

Assigning Tasks
to Field Staff on
Mobile

Field users are registered on Forcelink and secure user accounts created with unique
usernames and passwords.

The tasks are allocated to the Technicians, Assessors, Service Providers, etc.
automatically by mobile phone, with additional notifications by email if desired. On the
mobile, they have the ability to

e view task instructions and related detail
¢ view customer information, including addresses, contact details, etc
e view location on the map and navigate to the desired destination
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Set Availability Work Orders (13) Work Requests
(Not Avail.) 0)
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Quotations (0) Calendar Chat

View Bill of Materials ?

View Map

=

Force Refresh Customers Assets

o

Manage Work Manage Settings
Resources

Navigate

Chat

@

Capture Image (0) Google
Edit Bill of Materials 33°44'31.9'S 19°00'17.9'E °

Route

i
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Use of GPS on For each job (work order, quotation, etc.) assigned to the field user, Forcelink saves a
phone location bookmark on the user’s mobile. The field resource is then able to navigate to
the job using the phone’s standard navigation facility.

Data-Push Cost effective data push messaging is the primary mode of data exchange with mobile
Messaging & SMS | users in the field. No need to pay for SMS messages between field resources and the office.

Netifications In addition to this, there is also an SMS facility to send notifications to the field resources,

customers, or managers
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Features TE N E S

Asset Register

The Asset Module in Forcelink enables for the comprehensive management of assets and
their locations. Forcelink has the facilities to allow personnel to enter asset data from
the front end and from the mobile. This includes:

¢ General asset information, which includes: description, code, serial number, type
and category, parent and children links, MSI (Maintenance Significant Indicator), asset
status, cost centre, and organisational unit.

e Structuring of asset hierarchy to allow tracking of asset movements such as Rotables
to and from repair stores, as well as Parent-Child relationships between the
equipment and their functional locations

e Asset Address, which includes the physical address Tagging of assets with GPS co-
ordinates for positioning and tracking on the integrated Google Map

¢ Inspection Lists, standard asset inspection lists.

e Documents, associated documents.

e Associated Work Orders, work orders, planned and operation, associated with the
asset.

¢ Associated Materials/Parts, standard parts and materials associated with the asset.

e Manufacture information, information related to the manufacturer of the asset.

¢ Life Cycle/Financials, asset financial information such as acquisition, depreciation
and disposal information

o Asset Audit Trail, full asset history audit trail.

e Associated scheduled work templates, work templates for standard planned
maintenance.

£ &2 ¥ & 2 X 6 & 0

My Resources Technicians Materials Assets Work Reguests Work Reports Admin Support

Asset Code SCADA ID
|C4OZ-\|'VC WC CCTV N2 402
Aszset Desc,

C402

Asset Structurs Code
[ Create Work Order Request C5. CH0-WE

igve in Tree

34 Creste Work Order

Asset Type Asset Category Asset Status

Camera Site v Functional Location Active W

Mzintenance Significant Ttem?
Organisational Unit Cost Centre Owner customer
Western Cape v CoCT

Pricrity

--Please Select L
Identfication Number Quantity

10.45.14.42 Dome

Wark Count

w1n
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Features TE N E S
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Customers My Work My Resources Technicians Mazterials Assets

) O ceoz-we - cas

D AST-155884 - Civilworks Base and Plinth All Inclusive
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[] asT-155888 - Last Mie Fiber

[ asT-155883 - Mounting Pest 13m

D AST-155830 - Enclosure Pole Top

[ asT-155851 - Battery 12v

[ as-155852 - Battery Charger 12v 300w

[[] asT-155853 - Bsttery Monitor

] asT-155854 - Battery Protector 12
[ as-155885 - Gircuit Breaker 38
[ asT-155886 - Gircut Breaker 38
[[] asT-155857 - Gircuit Brezker 38
[[] asT-155858 - Gircut Brezker 38
D AST-155304 - Circuit Braaker 34

I:‘ AST-155208 - Circuit Breaker 34

CODDOOD0DDDODODDO0D 0D D
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Features Remarks

Forcelink maintains data related to the lifecycle of each asset, from acquisition to
disposal. The RUL of expected end of life is calculated based on the depreciation model

Asset Remaining
Useful Life
(RUL)

applied

C402-WC
[* B

I ssve And Reload

I peete

Q cancel

% Create Work Order Request

3§ Creste Work Order

ah
v

Technicians

¢ Manufacturer info

&, |ife Cycle/Financial

Cycle Counter

L

Materials Assets

Expected Life Cycles

|D.0

| oo |

Acquisition Date

Construction Date Commissioning Date

& O

Admin

Expected End Of Lfe

| | ‘ |22.'lan 2014 07:53

Scrap Vaiue Book Value
|n.u | |u‘o ‘ [0.00 |
Purchass Grder Number Project Code

¥ Asset Audit Trail

V¥ A

Work T
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Features Remarks

Preventative Forcelink creates the preventative maintenance schedules from the individual asset
Maintenance planned maintenance schedules. These are set against each asset by selecting the
Schedules standard templates and selecting the maintenance triggers: Periodic, Trigger Based and

Condition Based. The schedules update dynamically.

Associated Scheduled Work Templates

Available Selected

Distribution Sub Inspection -
All =

II I'\. II I\-’
A A

All <<

Code

TAWA

Template Mame

Test Alert Work

Work Order default description

PLEASE IGNORE TEST WORK ORDER

Work Order Type Pricrity Duration (Hours)
Asset Replacement W Medium W 1.0
Standard Inspection List Standard Bill Of Materizks
--Plezse Sslect W --Plezse Selact e
Trigger Type External Trigger Type Withdraw work ¥ trigger alarm
clears?
External Trigger v CaontraollerFault W

Required Resource Types
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Features TE N E S

Inspection lists Forcelink can cater for all checklists and instructions to be loaded and converted to
electronic lists available on the mobile in a user friendly format. Any data type can be
configured in flexible options e.g. pick lists, meter readings, etc.

(i Working online.

/‘ Edit Items

= View All Notes (0)

E’E} Add Standard Inspection List

=

Home Owners / Buildings

Exterior Walling true Brick and paint B}
Roof true Cement Tile (&l
Perimeter fence true Wire Mesh (&l
Dimensions true 7xLength (m),5xWidth {m),35xArea (sqm) (=1 =
Rooms true 1xKitchen,2xBedrooms,1xLounge, 1xBathrooms
Yard true Grass (@l
Fence covers entire boundary
true true
perimeter?
There iz a lockable gate? true true B}
Burglar bars installed on all
true false
doors and windows?
General Condition of Property true C3 - Fair
Capture GPS Reading true -25.855652210597,25.631064732151,1312

House Holders / Contents
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Features TE N E S

Taking Photos Forcelink uses the cellular phone’s camera to allow the linking of photos from the field to
from the Field Work orders and specific inspection items on the Work order

&' Working online, 2 updates pending.

Chat

Capture Image (1)
Edit Bill of Materials

Notes (2)

Edit Inspection List (/Not
Loaded)

g
&

o

Assets

m]
[m]
[m]

Arrived on Site

Complete

- A oWl |

Bill of Materials Add materials per job / quotation from mobile

" FIEE
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Features Remarks

& == ®
@ X 2 ¥ & 9
Customers My Work My Resources Technicians Materials Assets Work Requests Work
Code
VSUB
Description
VMS Site Sub Component
Unit Type Type
Each v | |Equipment
Supplier Tax Code
Alpha Power Systems v 14% VAT v
Asset Type
VvSug
Miscellaneous material type? Active?
O
Pricing
Unit Price Unit Cost Currency
2500 1500 Euro v
¥ stock

Secure Sign offs

Secure and auditable sign offs by Customer or Service Provider can be done from the field.
There are 2 functions available which can be used separately or in combination:

e One-Time-Pin (OTP): on the relevant process step, the customer is sent a unique one-
time-pin (OTP) to enter into the field resource’s phone.

e On touch screen phones, an electronic pad is activated for a hand signature to be
transcribed. This is saved as an electronic image against the jobcard

auto-update to
specified users

Signature Capture signature on touch screen devices (finger or stylus)
Capture
P & B a1 S M 1150
Confirmation SIgN O17 Job Card 1323940126565
Are you sure you want to Client Sign-off this
Work Order? /
)
- _’_// _’_Ia—\\{/",_’./
7 oo
[No] T 33T
. S an D=l
d'/
-'-“-—F’
e Sdborst e
Configurable Update on work status by email or SMS
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Features TE N E S

LR T Digiweb
Work Order WO 1085P has

been updated to Assigned
Ta Installer

Dear Digiweb to confirm a
Digiweb technician is
scheduled to visit your
premises on 2012-02-14
between 13:58 and 18:58.
Should you have any
queries or wish to
reschedule please contact
Digiweb on free phone
1918. Thank you for your
order.

11:43, B Dec

Work Order WO 1065F has
been updated to Installer
Accept

1144, B Dec

Work Crder WO 1065F has
been updated to Installer ' ;
On Site 12:25, 14 Fel

11:44 B Dec

Work Order WO1065P has
been updated to
Installation Complets

11:45, & Dec

Quotations & Forcelink has standard functionality for quotations and invoicing:
Invoices for . . . . :
e Quotations can be issued to field resources prior to the customer accepting chargeable
Chargeable
work.
Work . .
e Invoices can be automatically generated and routed to the customer the moment the
job is completed by the field resource
The processes and business rules for the quotations and invoicing can be configured in the
workflow.
@ X 2 § & 2 X ¢ & 0
Home Customers My Work Resources Materials Facilties/ Assets Work Requests Work Reports Admin Support
WR-0014837
Awatting Approval (AFMS) Description
NATIONAL ASSEMBLY: OFFICES 2078, 310, 414 & 470 - REPLACE STOLEN COPPER PIPES WITH PVC PIPES FOR ROOMS AS PER QUOTATION
Order No Priority
P.4.A. Asset Maintenance v
Contact Person Name Contact Number Contact Emai
FATIMA TOEFY 0214610953 FTOEFY@FM-SOLUTIONS.CO.ZA
Work Type
Reactive Maintenance v
Org Unit News Status
National Assembly and Link Bui v --Please Select v
Appointment Time Slot Firm Appointmen Dua'.-:\r‘
~-Please Select vl O 10 ’
¥ Linked Work Orders, Invoices
Tracking of Shift management and tracking of resources (can use the mobile as a reliable and auditable
Resources time tracking system)
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Features Remarks

teangan > 1
Work Order WRO069Y 8 R L [:p:

FeSUItacing road .-
N

B e R

=4
SLA Service Level Agreements can be modelled and configured on Forcelink. SLA parameters
Management can be linked to job / asset type or priority, as well as by stage, e.g. time to respond,

repair or resolve.

The SLA time constraints are also indicated on each job for the field resource to be able
to view the appropriate time that the request should be attended to

& -- e X € #

Home Customers g { Facilties/ Assets Work Requests Work Reports Admin

1ARES

Description

1.A. Emergency Temp Fix

Priority Measuremant

P.1.4, Emergency b ‘Custom status criteria bl
Start Status Code(s) Pause Status Code(s) End Status Code(s)

CR | | | |OSRL&LM,RQ,CA;RG,TF}(
Duraticn Duraticn After Colour Penzlty Cost
(Minutes) Hours

(Minutes)

&0 &0 YELLOW 0.0

Nofification List

EGunn@&fm-solutions.co.za,jvalentine@fm-solutions.co.za

Active

Notifications can be setup to escalate events prior to the violation of SLA’s. These can be
sent via email and SMS.
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Features TE N E S

@ X &2 § & 9

Customers My Work Resources Materials Facilities/ Assets Work Reques

ﬁ @@ E:.HI v I ‘ F!l o I T o ‘:“" I# "‘.J I Standard View | v I

Parking Permit Expired WorkOrder update
New Call - Lifts, Hoists, Conveyance WorkOrderRequest insert
New Call - Technical Services WorkOrderRequest insert
Nev: Cal - In Contract Price WorkOrderRequest  insert
New: Call - Soft Services WorkOrderRequest  insert
New: Call - Out of Contract Price WorkOrderRequest insert
Quotation Requires QS Approval Quotation update
Quotation Requires AFMS approval Quotation update
Notification - Quotation Awaiting Approval (Clent) cron D
Notification - Quotation Awaiting Approval (Internal) cron [
Notification - Lifts, Hoists and Conveyance Systems WorkOrderRequest insert D
Quotation Approved/Rejected (Camdsboo) WorkOrderRequest update ]
uotation Approved/Rejected (Kouga WorkOrderRequest  update O
Configurable Forcelink was designed to allow multiple organisations the flexibility to change and adapt
Workflow & the systems workflow. Forcelink provides all of the administration tools to allow any
Business Rules organisation to automate their workflow to meet their specific requirements.

Quick & simple workflow changes can be made from front-end without changes to source
code

A 8§ X =2 ¥ & 2 X 6 & 0

Home Customers My Work Resources Materials Facilties/ Assets Work Requests Work Reports Admin Support

e D | T IE8A|TYO E |9 B | sadaver  [v] | [Resutso-100f10

Created N Create N Created [Accepted] [0 selected) O v
ALY Alocated Y Alocate VN Allocated 0 [0sslected] [ O
ACY Accepted N Accept N Accepted [Audi Completed] [0 selected] [¥] I
1P ¥ 1InProgress N Progress N In Progress 1] [2 selected) O O
AD  Audt Completed¥  Audt Complete ¥ Completed o [1 selected) (] v
cA™Y Canceled Y Cancel VN Cancelled 0 [0 selected] [ %
05V OnSte N Arrived On Ste ¥ On Ste [Allocated, Aud Completed, Created, On Hold] [5 selected] [ O
oHY On Hold N putOnHod ¥ OnHod o [0 selected] [] O
CFPY Created from Fie@ Created from Fiel Created from Field [On Sae] [2selected) [] O
QA QAComplete ' QAComplete ¥ Completed o [1 selected] [ O
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Features TE N E S

Comprehensive Forcelink maintains a history of all activities as they are authorised and executed on the
Audit Trail of system. This includes activities on the desktop as well as in the field on the mobile devices
Activities

£ Work Log

Expected Time of Arrival Expected Time of Completion
14 Dec 2010 10:00
Change History

1 workOrderStatus Appointment Confirmed kweku 13-12-2010 21:20
2 workOrderStatus Appointment Confirmed kweku 13-12-2010 21:20
3 workOrderStatus Allocated kweku 13-12-2010 21:21
4 workOrderStatus Accepted kmsimango 14-12-2010 10:47
5 werkOrderStatus On Site kmsimange 14-12-2010 10:47
6 workQrderStatus Completed kmsimango 14-12-2010 11:02

Allocation History

1 Kenneth Msimango Allocated kweku 13-12-2010 21:21
2 Kenneth Msimango Accepted kmsimango 14-12-2010 10:47
3 Kenneth Msimange On Site kmsimango 14-12-2010 10:47
4 Kenneth Msimango Completed kmsimange 14-12-2010 11:02

Monitoring &

. There is a Management Console on the Forcelink Home screen which displays configurable
Reporting

KPI’s for real-time monitoring of Assets and processes

The KPI Dashboard can also be customised to show different KPI’s based on user rights that
have been configured.

X & ¥ & 2 X 6 » 0

Customers  MyWerk  Resources Materisls  Faciities/Assets  Work Requests Wark Reporis Admin Support

Q"I n O

SAmA \—/ LA \—/ =
Responded Temporary Fix Allocated to APMS Line Manager Investigation Complete Requires Client Go-ahead Go-ahead by CRM
- =) L 2 L= L Lo
Quotation Approved Allocated to Contractor Workin Progress
kel TS ZAZ W/ / \—/
Wark Complete Resolved Awaiting Invoice Work Order Closed Occupied Parking Bays Vacant Parking Bays Expired Parking Bays
A
=/ \—/ -/ (A A

A linked Reports module also allows for specific reports to be generated and automatically
distributed for regular reporting.

Forcelink uses iReports to generate any report the users may need. iReports is an Open
Source, web based, report writer. iReports is totally integrated into Forcelink. This means
that the user logs on to Forcelink and has all of the features of iReports available. In this
way, data security and confidentiality can be preserved.
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Features Remarks
Total Logged Total Closed Closed: Inside SLA| Closed: Outside Total Open Open: Inside SLA | Open: Outside SLA
a9 11 9 2 78 o 78
Percentage ok % Closed: Inside | % Closed: Outside "26 % Opencinside SLA| % Open: Outside
12.36% 1011 % 225% B7.64 % 10.00 % E7.64 %
Job Status Calls Percentage Break Down
0 25 50 75
" 4
% Total Closed
% Closed: Inside SLA
% Closed: Qutside SLa
% Total Open
Closed infout of SLA Open infout of SLA
A Open: Inside 51L&
% Open: Outside SLA
-
3 W Total Closed M Closed Inside SLA Parameters
Closed Outside SLA Parameters  Total Open
W Open Inside SLA Parameters
|. in SLA © outside SLA| |O in SLA @ outside SLA | Open Outside SLA Parameters
Remote Installation instructions can be sent remotely to the mobile phone to setup connection to

Configuration of
phones

Forcelink, including the user’s log-in details. The Android version can be installed from

the Android Pay Store.

3@ 7 .469%M12:53

Forcelink Mobile for
Android

Acumen Software
S

D200

Downloads 142

’ UNINSTALL

Business Similar

Forcelink is a Mobile Asset & Work

Management App

1% WHAT'S NEW
1. Bug fixes on Asset Swaps

2. Added 'Manage Resources' functionality for

o
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Features TE N E S

Offline Forcelink is 100% capable of working off-line. If there is no cellular coverage the user can
Capability to continue working with Forcelink. As soon as they are back in cellular coverage, the system
cater for poor synchronises all of the work that was done in the off-line mode with the frontend.
P The integrity of the workflow as well as the audit trail (actual time stamps of activities) is
coverage .
also preserved in the process.
Set Av“a;IabiIity Work Orders (13) Work Requests
(17:00) ©)
Quotations (0) Calendar
./
Force Refresh Customers Assets
i ‘
Manage Work Manage Settings
Resources
\ i ),
System Several administration features are available to allow the users to directly configure the
Configuration & solution to meet their specific requirements. Some of these include:
Admini i i .
ClulllBiCisll e Ability to configure all reference data
e Ability to configure fields and labels
e Ability to configure all of the workflows
e Ability to configure business rules
e Ability to configure map layers
e Ability to configure the dashboard (Bl Data)
e Ability to configure Notification rules (SMSs and eMails)
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¢ & O

Reports Admin Support

Users
—
[ou . . [eenuescenicoeos— S
Scheduled Scripts
A=
Company Info
Reference List

LA

= e
Se e
EESE

Customer Self- With a secure user account, customers are able to log-in to the Forcelink customer portal
Service Portal where they can access their specific information.
The Customer Corporate Experience
Experience Strategy
Walk-In Centre
g'?
“ﬂ“u Customer Account Enquiries
Web Self Meter Readings q
5 i ' f
g @ o force!olbp@wcls Fault Reporting & Tracking
¥ Customer Portal
Customer Surveys
Customer Mobile WAP Customer Services
Manager
§~ ' ' Company Notices, Campaigns
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MOBILE DEVICES

Forcelink can operate on a basic WAP-enabled mobile phone as well as more advanced Java
enabled phones. The WAP version that does not require any software installed on the device, and
it works on-line via the phone’s web browser. The JAVA version installs an application on the
mobile device.

The JAVA version is recommended because it has features that meet the following minimum
functional requirements:

The ability to do GPS Navigation & Geo-Location

The ability to use the phone’s camera to take photos in the field and link these with a
customer or installation

The ability to scan and decode barcodes using the phone’s camera, where necessary

The ability to work off-line and synchronise later (when there is no network coverage)

Supported Platforms

The philosophy behind Forcelink on the mobile has been to make it technology agnostic as far as
the devices are concerned in order to give it the flexibility to be deployed in any environment at
the lowest possible cost.

The JAVA version has already been developed, configured and tested on the Symbian OS, Windows
Mobile, Android OS (which includes a range of Tablet PCs), and the Blackberry platform.

There are currently no plans to extend the Forcelink development to the Apple environment (iOS)
due to its proprietary nature and related development and resale restrictions.

Data & Connectivity for Mobile Users

The mechanism used by Forcelink to communicate and synchronise the data from the mobile
device uses very advanced compression formats to limit the amount of data traffic required.

Based on information from similar projects where this solution has been deployed and the scope
of this project in terms of size, we estimate that the data usage per mobile device will NOT exceed
100Mb per month.

Hence, at an approximate purchase cost of less than R0.50 per MB, the data bundle cost is
negligible compared to other operating costs for the project.
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FORCELINK TECHNICAL INFORMATION

Physical Architecture

The diagram below illustrates the Forcelink Solution physical Architecture. Forcelink is hosted
across different Tier 1 data centres - two in South Africa and one in the Republic of Ireland with
application and data mirroring between the two to ensure disaster recovery.

Management Console
(Back Office)

Upowerlink
. Y

SMS Gateway

|

Glorcelink

Client1

Lipuw.eri‘rpf(

Mobile
Network
Cape Town (SA) Johannesburg (SA) Ireland (EU) d
g — g — Mobile WM
i e il B il B + Android
| ‘l_' 1III J | ‘l_' uy J | ‘l_' uy | L
Data Centre Data Centre Data Centre * HTMLS
s A N « WAP

Data Replication

Forcelink functions in an N-Tier web environment which means that the solution is made available
to users on the World Wide Web. Users of the frontend logon to the system via an internet browser
and mobile users logon via their cellular phones - either via the phones browser (WAP), HTML5 or
via our Android or JAVA mobile applications which are installed on the phone.
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Data Centres

Forcelink is hosted on different Data Centres in the South African and in the Republic of Ireland.

Data Centre SLAs:

e 99.9% Uptime Guarantee

o 24/7/365 Active Network Monitoring

e 24/7/365 Real-time Client Notification via SMS or email
e 24/7/365 Advanced Security And Monitoring Facilities

Data Centre Features:

e 1 Gigabit/second core network.

e C(Cable reticulation below a raised floor.

e Temperature control environment, cooled by Liebert Hiross air conditioners.

e Dedicated fire suppression equipment housed in a separate room.
e Dual power circuits so data centres run uninterrupted.

e On-site diesel generators.

e Lockable front and back cabinets.

e Regular preventative maintenance by trained personnel.

Backup’s:

e Backups are performed twice daily.

e Backups include the following:
o Database tables for each individual subscriber.
o All uploaded files for each individual subscriber.

e Backups are kept for 1 month at the data centre.

e Backups are sent to a secure FTP server, which can only be accessed from within the RSAWeb

data centre.
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Disaster Recovery:

If the Forcelink server goes down for any unforeseen reason, the following disaster procedure
takes place:

1. Users will automatically be redirected to the backup server.

2. Once the issue with the server has been rectified, data between the live and backup servers
will be synchronized.

3. Once the data has been synchronized on the servers, the redirect will be removed in order to
allow users to use the normal server.

In the event of a data issue the following disaster recovery procedure takes place:

1. In consultation with the client, the last or relevant database backup is retrieved from the
backup server.

2. Depending on the data issue, a partial recovery or a full recovery of the data is loaded into
the database.

3. Uploaded subscriber data such as uploaded interface files may be restored as well.

Security and Data Privacy

e Data between different Forcelink subscribers are stored on separate database schemas.

O

Subscribers have access to their data only.

e Access to the database is strictly controlled, currently only Forcelink developers have access

to it.

e Personal information is not shared with any 3rd parties.

e Privacy statement at http://www.forcelink.net.

System security is taken very seriously, and as a result there are numerous security measures in

place:

e Bastille Hardening program run on servers to secure the server

O

O

Bastille is a program which “locks down” an operating system.

It configures the operating system for increased security and decreased susceptibility
to compromise.

e Additional measures taken to secure the operating system:

O

O

O

Secured user accounts.

Prompt for root’s password in single user mode.
Ctrl-Alt-Delete has been disabled.

X-Windows has been disabled.

Unused software has been disabled/removed.

Runlevel has been changed to 3.
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